[Ipunoxenue 2
K 00si3aTesbHOM nHdopMarnu
JUISE pasMelieHus Ha caifre

HMHPOPMALUNOHHAS NTAMSITKA
AJL OBYYAIOLUXCS JIVIA PASMEILLEHUSI
HA O®ONIHUAIBHBIX MHTEPHET-PECYPCAX

C KaX/IbIM T0JIOM MOJIOJIEKH B MHTEPHETE CTAHOBUTLCS OOJIBIIE, a IIKOJIb-
HHKH OJIHH M3 CaMbIX aKTUBHBIX IOJb30Bate/led PyHera. Mexay TeMm, MOMMMO
OIPOMHOI0 KOJIMYECTBA BO3MOKHOCTEH, HHTEPHET HECET U npodiemMbl. JTa namsr-
Ka JI0/IKHa 1oMo4b Tede 6e3011acHO HAaXO/IMThCH B CETH.

KoMIisiorepubie BUPYChI

KomIiptorephpiii BUPYC - 9TO Pa3sHOBHJIHOCTH KOMIIBIOTEPHBIX IPOIPamMM,
OTIIMHYHTENLHOH OCOOCHHOCTBIO KOTOPOH ABJSCTCA CIIOCOOHOCTD K PaA3MHOKCHHIO.
B nononHenue Kk 3TOMy, BUPYCHl MOTYT MOBPEJNHTE WK TOJHOCTLIO YHUYTOKHTD
Bce (haiiyIsl ¥ JaHHBIC, TIOIKOHTPOJIBHBIC MOJIL30BATENIO, OT MMEHH KOTOPOTo ObLla
3alylieHa 3apaKeHHas NporpaMma, a TakKe IMOBPEAMTb WIIM JlakKe YHUYTOXKHUTH
OTEPALMOHHYIO CHCTEMY CO BceMH (aiyiamu B nenom. B 0olbIIMHCTBE CllydaeB
PacIIpOCTPaHSIOTCS BUPYChl Y€pe3 HHTepHeT.

MeTo/bl 3a1UKU Tl OT BPEIOHOCHBIX POl PAMM:

1. McroJib3yii COBpeMEHHBIE ONEPALlMOHHBIE CUCTEMbl, UMCIOIUIHUE Cepbe3-
HBIM YPOBEHb 3alLUTLI OT BPEJIOHOCHBIX [IPOIpamMM;

2. Ilocroanno ycranaBiauBaid nayru (LMQpOBBIC 3aIIATKH, KOTOPbIC aBTO-
MaTHYECKH YCTAHaBIMBAKTCS C LEJIbI0 J0pabOTKH POrpaMMbl) U Apyrue 0OHOB-
JIeHHs CBOECH oIlepalMOHHOM cucTeMbl. CKaduMBal MX TOJILKO ¢ O(MUUMAIBHOIO
caiira pazpaborunka OC. Eciu cyumiecTByer pekuM aBTOMaTUYCCKOro 0OHOBIIC-
HUSI, BKJIIOYH €r0;

3. Paborait Ha CBOEM KOMIBIOTEpE I10J( [IpaBaMM M10JIb30BaTElIsl, & HE aJIMHU-
HUCTpPATOpa. DTO HE MO3BOJIUT OOJNBIIMHCTBY BPEIOHOCHBIX [IPOIPAMM MHCTAILIH-
pOBaTLCS HA TBOEM MEePCOHATILHOM KOMITBIOTEPE;

4. Mcnonb3yil aHTUBUPYCHbBIE [IPOrPaMMHbIE [TPOJIYKTBI U3BECTHBIX MPOU3-
BOJMTEJICH, ¢ aBTOMATHYCCKUM 0OHOBJICHUEM 0as;

5. Orpanuub (PU3NYECKHUH JOCTYII K KOMIIBIOTEPY IS IIOCTOPOHHHUX JIMLL;

6. Mcnone3yil BHeIIHHE HOCHTEIH HHQOpMALMK, TaKue Kak (ICIuKa, JUCK
UK (aiiyl u3 HHTEPHETA, TOJIBKO U3 IIPOBEPEHHBIX HCTOYHUKOB;

7. He orkpeiBaii KoMIlblOTEpHbIe (aiiiibl, MOJYUYEHHbIC W3 HEHAJIEKHBIX UC-
ToYHUKOB. Jlaxke Te aiibl, KoTOpBIC NpHCial TBOH 3HAKOMBIH. Jlydiie yro4unm y
HEro, OTIIPAaBJISA JIH OH TeOC HX.

Cern WI-FI

Wi-Fi - 9710 He BMJI 11epe/laui JIAaHHBIX, HE TEXHOJIOTHUS, 8 BCEro JIUIbL OpeH/l,
mapka. Eme B 1991 rogy Hugepianiackas KOMIAHHMS 3daperucTpuposaia Opey



"WECA", uro obosnauano crnopocoueranne "Wireless Fidelity", koropblii nepe-
BOJIMTCS Kak "OecrpoBO/IHASI TOYHOCTE" .

Jlo Hawero BpemeHH Jiomwia Japyras abopesuaTypa, KOTopas SBIsSeTcs TaKoi
Ke TexHonoruer. Jro abOpesuarypa "Wi-Fi". Takoe na3zpanue ObUI0 JaHO C
HaMEKOM Ha CTaHJ1apT BEICIIEH 3ByKOBO#H Texuuku Hi-Fi, 4To B nepesojie o3naya-
eT "BbICOKAS TOYHOCTB'",

Ja, 6ecrnaTHbI uHTEpHET-A0CTYN B Kade, 0TeNsX U aIpOroprax sB/seTcs
OTJIMYHOM BO3MOJKHOCTBIO BbIXOJ1a B MHTEpHET. HO MHOIr'Me 3KCHEepPThl CHMTAIOT,
yro odmenoctynHele Wi-Fi cetr He sSBiIsitoTes: 6€301acbiMu.

Cosetsl 110 OezonacuocTH padoTel B 00ie10eTynHbIX ceTsx Wi-fi:

1. He nepenagaii coio nuunyio nudopmaruio yepes odwenocrynisie Wi-Fi
ceTH. PadoTast B HUX, KellaTesIbHO He BBOJIMUTH [IAPOJIM JIOCTYA, JIOTHHBI U KaKHe-
TO HOMeEpa;

2. Ucnoup3yit ¥ 00HOBIISIH aHTUBUPYCHbIE 1IPOIPaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MaCHILb CeOs OT 3aKaUKH BUpYCa Ha TBOE YCTPOHCTBO;

3. [Ipu ucnonezosanun Wi-Fi orkmoun dynkuuio "O6umii goceryn x daii-
naM u npuaTepam”. [lannas GyHKuMs 3akpeiTa 110 YMOJYaHMIO, OJHAKO HEKOTO-
pble MOIB30BaTE/Id aKTUBUPYIOT €e Ul YJ100CcTBa MCHOJb30BaHUA B paboTe Hilu
yuebe;

4. He wucnone3yd nyOnuuneii WI-FI s nepejiaun IMyHBIX J1@HHBIX,
HalpUMep JUIS BBIX0/a B COLMAILHBIC CETH MU B YJIEKTPOHHYIO MOYTY;

5. Hcnonb3yil ToJbKO 3amumuienHoe coeaunenue uyepes HTTPS, a ne HTTP,
T.e. pu Habope Beb-ajpeca BBO/M uMeHHo "hitps://";

6. B MmoOuiuibHoM Tenedone orkimnoun ¢pyurkumio "Iogkmouenue k Wi-Fi aB-
tomarnyeckn". He jlomyckail aBToMarnyeckoro MnojKaO4YeHus YCTPOHCTBA K Ce-
sm Wi-Fi 6e3 TBoero cornacus.

Counanpasle cetu

ConuasnbHble CeTH aKTUBHO BXO/UIT B HALLLY JKH3Hb, MHOIHE JIIOAM paboTaloT
M JKUBYT TaM IIOCTOSIHHO, a B Facebook yike 3apeructpupoBan MHILIMAp] Y€I0BEK,
YTO SIBJISI€TCH OJHOHM CEJbMOH BCeX JKHTe/IeH I1aHeTbl. MHOIHE 110JIb30BaTEeIH HE
MOHUMAKOT, YTO HH(OpMaLMs, pasMEIICHHAas UMM B COLMAIBHBIX CETIX, MOXKET
OBITH HaﬁJICHa H HCIOJB30BaHa KeM YIroJaHO, B TOM YHCJIE HEC o0s3are/nbHO ¢ Oua-
I'MMH HaMEepPeHHsIMH.

OcHoBHBIE COBETBI 110 0€3011aCHOCTH B COLMANBHBIX CETSX:

I. Orpanuup cnucok jpysei. Y 1elsi B JIpy3bsix He JIOJIKHO ObIThH Clydai-
HBIX ¥ HE3HAKOMBIX JIKO/ICH;

2. 3amMiain cBoro 4acTHyIo Ku3Hb. He ykassiBait naposu, rejedonsl, ajpe-
ca, JIaTty TBOEro POXKACHUS U APYIYIO JIMUHYIO HHPOpMALHIO. 3I0YMBILUIEHHHKH
MOTYT MCIIOJIL30BATh Ja)ke MUHPOPMALUIO O TOM, KaK Thl U TBOH POJIUTEIIH IUJIAHH-
pyeTe NpOBECTH KaHUKYJIbI;

3. 3amuman CBOIO PEIyTALHIO - JICPXKH €e B 4HCTOTE W 3ajaBaii cebe BO-
npoc: xoTen Obl T, YTOOBI JIpyTrUe ITOJIL30BATEN BHJIEH, YTO Thl 3arpy’kaemis?
[Toxymaii, npex/ie 4eM 4T0-T0 o1y O0IMKOBATh, HAIIMCATD U 3aIPY3UTD;



4. Eciii Tbl rOBOPHILLL ¢ JTIOJABMH, KOTOPLIX He 3HAelllb, He UCIOJL3YiH CBOC
pearbHOE UMS U JIPYIYIO JIMYHYIO MHQOPMALMM: UMS, MECTO XUTEIbCTBA, MECTO
y4eObl U rpoyee;

5. Usberaii pasmemienus Gortorpaduit B Unrepuere, rye bl M300paxeH Ha
MECTHOCTH, [10 KOTOPOH MOXKHO OIPEE/IUTh TBOE MECTOI0I0KCHHE,

6. [1pu perucrpatiuy B COLMAILHON CeTH HEOOXOAMMO MCIIOIb30BATH CILOK-
HbIE NMApOJIH, COCTOAUINE U3 OYKB U LUH(DP U ¢ KOIMYCCTBOM 3HAKOB HE MeHee §;

7. 119 cOUMAIBHOR CeTH, IOYThI U JIPYI'MX CaHTOB HEOOXO0IMMO HCIOJIbL30-
BaTh pasHble napoiy. Toraa ecan TeOs B3JIOMAIOT, TO 3/0YMBILIICHHHKH 110JIy4aT
JOCTYII TOJIBKO K OJHOMY MECTY, @ He BO BCe cpasy.

DICKTPOHHBIC JICHbIU

DIIEKTPOHHBIC JEHbIH - 9TO O4YCHb Y/I00HBIH Cr1ocod riarexe, o/lHaKo Cy-
[ECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT [10Jy4HUTh ITU JICHBIH.

DJICKTPOHHBIC JACHBI'M HOABHIIMCH COBCEM HEJAABHO M MMCHHO M3-3a 3TOI0 BO
MHOTHX rOCy/lapcTBax JI0 CHUX 110p HE IPOIUCAHO TIPO HUX B 3aKOHAX.

B Poccuu ke oHM QyHKIMOHUPYIOT M O HUX YK€ IPOIUCAHO B 3aKoHe, I/e
MX pa3/e/AI0T Ha HECKOIBKO BHJOB - aHOHHUMHBIC M HE aHOHUMHbIe. Paznuua B
TOM, YTO AHOHHUMHBIE - 3TO T€, B KOTOPBIX pa3pelraeTes MPOBOANTS onepanuu 6e3
HﬂeHTH(bI/IKaL[HH [moap30BaTelrsd, a B HEaHOHHWMHBIX HJ],CHTH(bP]KE!lLHH [MOJIL30BaTeIis
ABJIACTCH 00sA3aTEIIBHOM.

Taxxe ciepyer paznuyarh 2J€KTPOHHbIe PUATHBIE ACHBIH (paBHBI rocyaap-
CTBEHHBIM BAJIIOTaM) M 3JICKTPOHHbIC HeuarHble JACHbI'M (HE paBHbI rocy/ap-
CTBECHHBIM BaJIFOTaM).

OcHoBHbIE COBETHI 110 0e3011acHoi padore ¢ WEKTPOHHbIMU JIeHbIAMMU:

1. IlpuBsoxy K cuery MOOMIbLHBIM TejedoH. DTO campli y100HbIA U OblCT-
p[xllr‘i CII0CO0 BOCCTAIOBHUTL JAOCTYII K CHETY. anBHT}&illIblﬁ 'l‘CJIe({)OU IHOMOZKET, €C-
au 3aly/lenlb CBOM IUIATEKHBIA 11ApoJib MJIM 3aijlellb HAa CalT ¢ HE3HAKOMOI'0
YCTPOHCTBA;

2. Ucnoub3yit oaHopasosbie napoiu. llociie nepexosa Ha yCHiaeHHYIO aBTO-
pu3zanuio tede yxke He Oy/leT yrpokarh OHacHOCTL KPasKK MIIW [lepexBara 11arex-
HOI'O MapoJis;

3. BeiGepu cnokubiii napoib. [lpectynuukam OyjaeT He NpocTo yraiarb
CIIOKHBIH mapoib. HH.J_IC)KHBIC napoJi - 9To MnapoJjid, KOTopbIC COACPIKaT HC MCHCC
8 3HAKOB W BKJIIOYAIOT B ce0s CTPOUHbBIC W MPONHUCHBIE OYKBbI, IM(PbI U HECKOJ1b-
KO CHMBOJIOB, TakMe Kak 3Hak joJuiapa, (yHTa, BOCKIMUATENbHBIM 3HAK W T.IL
Hanpumep, $tR0ng!;;

4. He BBO/IM CBOHM JIMYHbIE JIaHHbIE HA calTaX, KOTOPLIM HE JIOBEPSIELb.

DNEKTpOHHAsH 10YTa

DIEKTPOHHAs 10YTa - 3TO TEXHOJIOI'US W IPEJLOCTABIAEMbIE €0 YCIIYIH [10
[IEPECBHUIKE U [10JIYYEHMIO 3JIEKTPOHHBIX COOOLIEHHUHI, KOTOPbIE paclpele/IaOTCs B
KOMITbIOTEPHOH ceTr. OOBIYHO 3JICKTPOHHBIA 11OYTOBBIA SAUIUK BBINIAUT CICIy-
oMM 00paszoM: uMs nosib3oBaressi@ums omeHa. Taxske KpoMme mnepejadu mpo-
CTOrO TEKCTa, UMEETCSI BO3MOXKHOCTD [epe/1aBath (Paiibl.

OcHOBHBIE COBETBI 110 O€3011aCHOH padoTe ¢ NICKTPOHHOM TOYTOM:



1. Hamo BeIOpare npaBmibHBIA NOYTOBBIH cepBuc. B uurepuere ecrb
OrpOMHBIH BLIOOP DeCIUIaTHBIX [TOYTOBBIX CEPBUCOB, OIHAKO JIYUIle JOBEPSATH TEM,
KOIo 3Haellb ¥ KTO MMePBbIH B peHTHHIE;

2. He ykasbiBaii B 1M4HOl noute TuMuHyio nHopmarmio. Harpumep, nyuqiie
BbIOpATh "My3blKalbHbIA_(panar@" uin "pok2013" Bmecro "remal3";

3. Mcnonp3yil ABYXITAIIHYIO aBTOPU3ALMIO. DTO KOIJa IIOMHMO I1apoJis
HYKHO BBOJIMTb KO/, IIPUCBLIaeMbli 1o SMS;

4. BeiGepu cl1oKHBIN 11aposib. [ Ka#/1010 HOYTOBOIO SIIMKA J{0JDKEH ObITh
CBOM HAJIEXKHBIH, YCTOWYUBBIN K B3JIOMY 11apoJib;

5. Ecau ecTh BO3MOMXHOCTL HAIMCATL CAMOMY CBOM JIMYHBIH BOIIPOC, HC-
[OJIb3YH 3TY BO3MOKHOCTD;

6. Ucrouib3yil HECKOJIBKO MOYTOBBIX SIIIUKOB. Ilepsblil st 4acTHOMH nepe-
IMUCKHU C ajpecaTtaMHu, KOTOPBIM Thl J0BEpACLlb. DTO JEKTPOHHBINA ajpec He Hallo
UCIOJIb30BaTh MPH perucTpauuy Ha opymax u canrax;

7. He oTkpeiBaii (paiibl U Apyrue BIOKEHHs B IHCLMAX, Jlaxe eClid OHH
IPUIIM OT TBOMX Apy3el. Jlydwe yTouHu y HUX, OTIHPEBISIHN JIM OHU Tebe HTH
(haitbr;

8. Ilocne okonuyanuss paboTbl HAa IOYTOBOM CEPBUCE [MEpejl 3aKpbhITHEM
BKJIQJIKM ¢ CaliToM He 3a0yib Haxarth Ha "Beridtu".

KubGepOyninuur niu BUpTyaibHOE M3/1eBaTe/ILCTBO

KuGepOymiuHr - npeciejoBaHue COOOLICHUSMH, COACPKALIMMH OCKopOIie-
HMSl, arPECCHIO, 3allyrUBaHUe; XYJIUTraHCTBO; COLUalbHOe ODOMKOTUPOBAHME C T10-
MOIIbIO PA3JIMYHBIX HHTEPHET-CEePBUCOB.

OcHoBHbIE coBeTbI 110 Oopbie ¢ KUGepOyIITUHIOM:

1. He Opocaiics B Goid. Jlyumii criocod: nocoBeroBatbes kak cebsi BECTH H,
€CJIM HeT TOr0o, K KOMY MOJYKHO O0OpaTHThCS, TO BHa4ajle yCHokowThes. Ecian 1ol
Ha4yHellb OTBEYaTb OCKOPOJICHUSIMH HA OCKOpPOJIEHMS, TO TOJIbLKO eue Oolblie
pa3oioKellb KOH(IMKT;

2. Ynpasisii cBoeit kubepperryraiuei;

3. AHOHMMHOCTb B ceTd MHUMas. CywmecTBylor cnocoObl BbISCHUTb, KTO
CTOMT 33 AHOHUMHBIM AKKAyHTOM;

4. He crour BecTH XyiHMranckuid oOpas BupTyaibHOH xu3HH. MHTepher
(UKCHpYeT BCe TBOM JCHCTBHS H COXpaHseT MX., YIaJIHThb HX Oyjer Kpaine 3a-
TPY/AHUTEIIBHO;

5. ColGuronail CBOXO BUPTYAIBHYIO YECTh CMOJIO/LY;

6. Urnopupyii eaunuuanbiid HeraruB. OJ1HOpa3oBbie OCKOpOUTEIIbHBIE CO00-
IIeHHs JIy4ille HUrHOpupoBaTh. OOBIYHO arpeccus Mpekpamiaercss Ha HavyajlbHOH
CTaJIHH,;

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHLIMH COOOLCHUAMMU, B
COLMAIbHBIX CETAX eCTh BO3MOKHOCTH OJIOKMPOBKM OTIIPABKM COOOLIEHHIT ¢ olpe-
J€IEHHBIX aJpecoB;

8. Ecim o1 cBuyierens kubepOynunra. TBOM JeHCTBUS: BBICTYIHUTL TPOTUR
[peciie/1oBaTels, 0Ka3aTb emMy, 4To ero JACHCTBUs OLICHUMBAIOTCH HEraTHBHO, 1101~
JlepKaTh JKEpPTBY, KOTOPOH HYKHA ICHUXOJIOTMYECKas MOMOIb, COOOIUTE B3POC-
JIBIM 0 (haKTe arpeCcCHBHOIO [OBEACHUS B CCTH.



MoOunbublii Tenedon

CoBpemeHHbIe cMapTQOHBL U IIAHIIETBI COJEPIKAT B ce0e BIIOIHE B3POCIIbIil
(YHKUHOHAN, B Terepb OHH MOIYT KOHKYPHPOBATL CO CTAIMOHAPHBIMU KOMIIBIO-
Tepami. OIHAKO, CPE/ICTB 3aAIMTHI JUIs [IOJ0GHBIX YCTPOHCTB 110K OY4CHB MAJIO.
TecTnposanue u 10MCK YS3BUMOCTEH B HUX HIPOMCXO/IMT HE TAK HHTCHCHBHO, KAK
aus LK, To ke camoe kacaercst 1 MOOMIIBHBIX [IPUIIOIKEHH I,

CoBpemennbie MOOUIIbHBIE Opay3epbl yiKe MPAKTHYECKH JOTHAIN HACTOb-
HbIC aHAJIONM, OJIHAKO paclIMpeHHe (DyHKIMOHAJIA BiieyeT 3a COOOH OO0JBIIYIO
CIIO)KHOCTDH H MEHBIIYIO 3alIUILEHHOCTD.

)_IEUI(‘:KO HE BCE€ IPpOHU3BO/IHTEIIH BBLIITYCKAalOT 06}IUBJIC[IHH, 3aKpblBarOUinue
KPUTHYECKHE YI3BUMOCTH JIUISL CBOUX YCTPOMHCTB.

Ocnosuble coBersl JU1st 6e30nacHocT MOOHILHOTO TeiedoHa;

Huuero ne sBnsiercst no-nacrosimemy Gecruiatisiv. By/ib ocTopokeH, Beib
Koraa tebe npeaiaraior GeciiaTHplii KOHTEHT, B HeM MOTYT ObITh CKPBITBI KaKHe-
TO MJIATHBIE YCIIYIH;

Hymaii, npexie yem ornpasuts SMS, Goto win Buieo. Thl TOYHO 3HACILIB,
rae oHH OyayT B KOHEYHOM uTore?

Heobxoaumo 00HOBIATL 0NEpallMOHHYIO CHCTEMY TBOCIO cMapTdoHna;

Hcnonbsyi aHTHBHPYCHbIE IPOTPAMMBI JUISi MOOUIIBHBIX Telle(hOHOR;

He sarpy»ali NpHIOKEHHA OT HEH3BECTHOI0 MCTOYHMKA, BE/b OHU MOIYT
coJiepykaTh BPEAOHOCHOE IIpOorpaMMHOE olecrievenue;

ITociie TOro Kak Thl BBIH/IEIIb C CAiiTa, i€ BBOAWII JIMYHYIO MH(OPMAIHIO,
3ai14 B HaCTPOHKHK Opaysepa u yjiaiu cookies;

[lepuoaryecKku npoBepsid, KaKkue [UIaTHbIE YCIYI'M aKTHBUPOBAHbI HA TBOEM
HoMepe;

Hagaii ¢Boii nomep mMoOMILHOrO Tesedona TOJILKO JUOAAM, KOTOPLIX Tbl
3HAEIlb U KOMY JIOBepsellb;

Bluetooth noiken 6bITh BBIKIIIOYEH, KOTJA Thl UM HE IMOJIb3yelubes. He 3a-
ObIBail HHOT 1A IIPOBEPSTH ITO.

Online urpsl

CoBpemMeHHbIE OHJIAMH-MIPBI - OTO KPacOYHBIC, 3aXBATHIBAIOLIME Pa3BlcyC-
HMsl, 00BEAUHAIONIHE COTHH TBICAY 4YelIOBEK o Beemy Mupy. Urpoku uccseayror
AQHHBIH UM MHp, 001aloTCs JIPYT ¢ APYTOM, BBIIIOJIHAIOT 3aJaHMs, CPAKAIOTCS C
MOHCTPAMU M I10JIy4alOT ONBIT. 34 YJOBOJBCTBHE OHM IUIATHT: HOKYIAIOT JIMCK,
OIIaYMBarOT aDOHEMEHT WM NPUOOPETAIOT KAKHE-TO OIIIHM.

Bce st cpeacTBa wilyT Ha NOAIePKaHUE U PA3BUTHE UTPBI, & TAKKE HA CaMy
0e30MacHOCTh: COBEPILEHCTBYIOTCS CUCTEMbI aBTOPU3ALMM, BBIITYCKAIOTCH HOBBIC
naTyy (LHQGPOBBIC 3aIUIATKM U1 [IPOIPAMM ), 3aKPbIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B 1mozoOHbiX WIpax CTOMT oOmacarbesi HE CTOJNBKO CBOMX CONEPHHMKOB,
CKOJIBKO KpaKM TBOEIO I1apoJis, Ha KOTOPOM OCHOBaHAa CUCTEMa aBTOPU3ALlHH
OOJIBLIMHCTBA UIP.

OcHoBHbBIE coBeTsl 110 DEe30MacHOCTH TBOEIO HI'POBOTO aKKayHTa:

1. Ecim apyroii urpok Bejier cebs mioxo Ui cosjaer tebe HenpusTHOCTH,
3a0JIOKHPYH €ro B CIIHCKE HIPOKOB;



2. Tloxany¥ica aAMHHHCTPATOPAM WIPbI Ha IIOXOC MOBEACHUE HTOrO UIPO-
Ka, JKeaTelIbHO IMPUJIOKUTE KaKHe-TO /I0Ka3are/bCTBa B BU/Ie CKPUHOB;

3. He ykaseiBaii Jimany1o nadopmainio B npobaiiie urpol;

4. YBaxail Ipyrux y4acTHHKOB 110 HIPE;

5. He ycranasiuBail HeopuMUMaibHBIe TATYH W MOJIbI;

6. Micnonib3yii Ci105KHbIE B pa3HbIC 1apOJIH;

7. laxe BO BpeMs UI'PBI HE CTOMT OTKIHOYaTh antusupyc. [Toka Tl urpa-
ClIb, TBOM KOMIIBIOTEP MOI'YT 3apa3uTh.

MUIIKHT WK KpaXka JIMYHBIX JaHHBIX

OOpr4ton Kpax{ef«i JACHEI MU JIOKYMCHTOB CCI'O/IHA Y/KC HMKOIO HC YHWBHILb,
HO ¢ Pa3sBHTHEM HHTECPHET-TEXHOJIOI'MH 3JOYMBILIUIEHHHUKH [1€PEMECTHINCH B UH-
TEepPHeT, U IPOJA0JIKAKOT 3aHUMATHCS " TFOOMMBIM" J1e/10M.

Tak nosBuiIace HOBas yrpos3a: MHTEPHET-MOLICHHMYECTBA WIH (DHILKHT,
IJIaBHas 1eJIb KOTOPOIro COCTOUT B [10JYyYEHHH KOH(DUACHIIMAIBHBIX JTAHHBIX M0Jb-
30BarTesied - JOrMHOB W napoJei. Ha anrnuiickom si3eike phishing unraercs xak
(Guiunr (ot fishing - peiGnas sosis, password - napoin).

OcHosHbIe cOBeTDI 110 O0pble ¢ GuinHrom:

1. Cieau 3a cBouM akkayHTOM. Eciu Thl 110103peBaciib, Y4T0 TBOS aHKETd
ObLIa B3J10MaHa, TO HEOOXOAUMO 3a0JJOKHPOBAThL €€ U COODIIUTE aAMUHUCTPATO-
pam pecypca 00 9TOM Kak MOKHO CKOpee;

2. Ucnone3yit 6e3onacublie BeO-caiiThl, B TOM YHCJIE, HHTCPHET-MAra3suHOB U
ITOMCKOBBIX CHCTEM;

3. Hcnone3yit cioxubie W pasubie naponu. lTakum obpaszom, eciu rebs
B3JIOMAIOT, TO 3JIOYMBIILJIEHHUKH [10J1y4aT JOCTYII TOJBKO K OJHOMY TBOEMY [1pPO-
(uio B ceTH, a He KO BCeM;

4. Eciu Teba B3710Maid, TO HEOOXOAMMO MPEAYNPCIHTL BCCX CBOMUX 3HAKO-
MBIX, KOTOpbIe 00aBieHbl y Te0s B JApPYy3bsiX, O TOM, 4TO Te0s B3JIOMaM M, BO3-
MOXHO, OT TBOEI0 MUMEHH OyHeT pacchUIaThCs CIlaM MU CCLUIKM HA (PUILHMHIOBBIE
CaunTHI,

5. Ycranosu HaaexHsli napois (PIN) na MmoOuibHbLA TenedoH;

6. OTkiI04M coxpaneHue naposis B Opaysepe;

7. He oTkpoiBaii ¢aiinel u Jipyrde BIIOKEHHs] B [MHCHbMAaX, Jaxe €C/IU OHH
NPHLUIA OT TBOMX JApy3ei. Jlydnie yTodHH y HUX, OTIPaBISLIM JIH OHU TeOC 9TH
(aiinbl.

[lndposas peryrarms

[lndpoBas permyTauust - 370 HEraruBHAs WIA [O3UTHBHAsS HHPOpMAIMs B
cetd 0 Tede. Kommpomerupyromas nHpopmanus, pa3MeIeHHas B MHTepHEeTe, MO-
JKET CepbEe3HbIM 00pa30M OTPasUTLCH Ha TBOCH peanbHOM xu3Hu. "Llndpposas pe-
nmytauusa” - 370 TBOM HMHJUK, KOTOpbIH hopmupyercst u3 mndopmauuu o tebe B
HUHTCpHETE.

TBoe mecTo )ureabcrsa, yuednl, TBOE (PMHAHCOBOE [10JI0KEeHHEe, 0COOEHHO-
CTH XapaKkTepa M pacckassl 0 OJU3KUX - BCE 9TO HAKAIIIMBACTCS B CETH.

MHorue noJpoCTKH JIErKOMbICIICHHO OTHOCHTCS K ITyOJIMKaUMK TMYHON HH-
dopmanuyd B Murtepuere, He noHUMas BO3MOKHbBIX NOCHEACTBUMA. Tbl jgaxme He



CMOJKeIb J0rafiaThest 0 ToM, 4To (ororpadusi, pasMelieHHas 5 et Hazajl, craia
IPUYHHOM OTKa3a NpUHATH TeOs Ha pabory.

Kommenrapun, pasmeinenue tBoux ororpaduil u gpyrue aeicrsus MOryT
HE MCYE3HYTh J&xe I10CjIe TOro, KaK Thl UX yAaauiib. Thl HE 3HACHIb, KTO COXpa-
HUJT 3Ty MH(OPMALMIO, 11011aJ1a JIA OHA B IIOACKOBBIE CHCTEMBI i COXPAHWIACKH JIU
OHa, a IJIaBHOC: YTO IOZYMAIOT 0 TeOe OKpYKAIOIME JII0/IM, KOTOpbIe HAHAYT M
yBUIAT 3710. Halitn nundopmanmio MHOro J1eT CIycTs CMOXKeT JIF000M - KaK 13 100-
PBIX MOOYKICHHH, TAK U C HAMEPEHHUEM IIPHYHMHUTL BPEA. ITO MOKET ObITH KTO
YTOJIHO.

OcHoBible COBETHI 110 3aUTE LHPPOBON PCIy TALMH:

L. ITojtymaid, npesxjie 4em 4To-To myOIMKOBaTh U repe/asars y ce0s B Ouore
WJIK B COLIHAIILHOM CeTH;

2. B Hactpoiikax npodwis yCTaHOBH OIPAHHYEHHS Ha [IPOCMOTP TBOEro
NPOQHUIIS U ero COAEPIKUMOTO, C/leliail ero ToIbLKo " 11s JApy3en";

3. He pasmeniaii u ne ykaspiBail nHGOpMAIHIO, KOTOpPas MOXET KOTo-Iud0
OCKOPOJISITH HITH OOMKAT.

ABTOPCKOE 11paBo

CoBpemMeHHBIE IIKOJIBHUKA - AKTHBHBIE [10J1b30BaTe/ LHU(PPOBOroO [po-
CTpaHCTBA. O,U,HaKO JdAJICKO HC BCC 3HAKOT, YTO ITOJIB30BAHHE MHOTI'MMH BO3MOKHO-
cTAMH IH(POBOro Mupa Tpedyer coOMOAeH s IPaB HA UHTEUIEKTYAILHYIO CO0-
CTBEHHOCTb.

Tepmun "unresuekryanbHas coOCTBEHHOCTB'" OTHOCHUTCS K PAa3IUYHBIM TBO-
pPEeHHSIM YEIOBEYCCKOro yma, HauMHasi C HOBBIX M300peTeHMd M 3HaKoB, 0003Ha-
YAIOMIUX COOCTBEHHOCTh HA MPOAYKTBl M YCIYI'H, M 3aKaHuMBas KHUI'amu, GoTO-
rpausamMu, KWHOPHUILMAMU U MY3bIKAJIbHBIMU [IPOU3BCICHUAMH.

ABTOpCKHE NpaBa - 5TO MpaBa Ha HHTCIUICKTYaJIbHYIO COOCTBCHHOCTH Ha
IPOH3BCACHNS HAYKH, JIMTEPATYPbl U UCKYCCTBA. ABTOPCKME IpaBa BbICTYMAIOT B
Ka4eCTBe rapaHTHH TOr0, YTO UHTE/UIEKTYalbHbIA/TBOPYECKHHA TPyl aBTopa He Oy-
JIET HANpacHbIM, JacT eMy CIIpaBe/UIMBbIe BO3MOXHOCTH 3apadoTaTh Ha pesy/bra-
TAX CBOEro Tpy/la, MOJYyYUTh M3BECTHOCTh U Npu3HaHue. HukrTo 0e3 pasperieHus
aBTOpa HE MOJXKET BOCIIPOM3BOJIATL €ro MPOU3BeIeHHe, paclpoCTpaHsiTh, My0nny-
HO ACMOHCTPpHPOBAaTDH, IIpojaBartb, HMIOPTHUPOBATD, IIYCKATL B IIPpOKAT, l'l}’6."[]4'—ll]0
MCIIOJIHATD, IOKA3BIBATE/UCIIONHATE B 2(upe win pasmeinars B Murephere.

Mcnonpzosanne "nuparckoro” nporpaMmHoro obecriedeHus MoKeT [puBe-
CTH K MHOTHM DHCKaM: OT [IOTE€PH JIAHHLIX K TBOMM aKKayHTaMm JI0 OJOKMPOBKH
TBOET0 YCTPOMCTBA, I/l€ yCTaHOBJIEHA HelerajibHas nporpamma. He crour Takxke
3a0bIBaTh, YTO CYLICCTBYHOT JlelalbHble M OECIUIATHBIC IIPOIPAMMBI, KOTOpbIE
MOKHO HAaWTH B CCTH.

O noprane

CeTeBHYOK.p( - TBOM! IVIaBHBIH COBETYMK B CETU. 3/1€Ch Thl MOXKEIIb Y3HATH
0 0e30ITacCHOCTH B CETH MOHATHLIM M JOCTYIIHBIM SI3bIKOM, @ [1PH BO3HHKHOBEHUU
KpHTH‘ieCKOI‘:I CHTYalluH 06p«':1'I“HT1:CH 3a coBeToM. A Takke HPHHATL y4dacTHe B
KOHKYpCax U CTaTh cCaMbIM HHQPOBBIM I'PaXAaHUHOM!



